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Section 1.

Independent Service Auditor’s Report

To: Management of Civis Analytics, Inc.
Chicago, Illinois
Scope
We have examined Civis Analytics, Inc.’s (Civis) accompanying assertion entitled "Civis Analytics, Inc.’s
Assertion" (assertion) that the controls within Civis’ Data Science Platform (system) were effective
throughout the period April 1, 2019 to March 31, 2020, to provide reasonable assurance that Civis’ service
commitments and system requirements were achieved based on the trust services criteria relevant to security
and confidentiality (applicable trust services criteria) set forth in TSP section 100, 2017 Trust Services Criteria
for Security, Availability, Processing Integrity, Confidentiality, and Privacy (AICPA, Trust Services Criteria).
Service organization’s responsibilities
Civis is responsible for its service commitments and system requirements and for designing, implementing,
and operating effective controls within the system to provide reasonable assurance that Civis’ service
commitments and system requirements were achieved. Civis has also provided the accompanying assertion
about the effectiveness of controls within the system. When preparing its assertion, Civis is responsible for
selecting, and identifying in its assertion, the applicable trust service criteria, and for having a reasonable
basis for its assertion by performing an assessment of the effectiveness of the controls within the system.
Service auditor’s responsibilities
Our responsibility is to express an opinion, based on our examination, on the assertion that controls within
the system were effective throughout the period to provide reasonable assurance that the service
organization’s service commitments and system requirements were achieved based on the applicable trust
services criteria. Our examination was conducted in accordance with attestation standards established by the
American Institute of Certified Public Accountants. Those standards require that we plan and perform our
examination to obtain reasonable assurance about whether the assertion is fairly stated, in all material
respects. We believe that the evidence we obtained is sufficient and appropriate to provide a reasonable basis
for our opinion.
Our examination included:



Obtaining an understanding of the system and the service organization’s service commitments and
system requirements.
Assessing the risks that controls were not effective to achieve Civis’ service commitments and system
requirements based on the applicable trust services criteria.
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Performing procedures to obtain evidence about whether controls within the system were effective to
achieve Civis’ service commitments and system requirements based the applicable trust services
criteria.

Our examination also included performing such other procedures as we considered necessary in the
circumstances.
Inherent limitations
There are inherent limitations in the effectiveness of any system of internal control, including the possibility
of human error and the circumvention of controls.
Because of their nature, controls may not always operate effectively to provide reasonable assurance that the
service organization’s service commitments and system requirements were achieved based on the applicable
trust services criteria. Also, the projection to the future of any conclusions about the effectiveness of controls
is subject to the risk that controls may become inadequate because of changes in conditions or that the degree
of compliance with the policies or procedures may deteriorate.
Opinion
In our opinion, in all material respects, the assertion that the controls within Civis’ Data Science Platform
were effective throughout the period April 1, 2019 to March 31, 2020, to provide reasonable assurance that
Civis’ service commitments and system requirements were achieved based on the applicable trust services
criteria, is fairly stated.
Emphasis of a matter
As noted in management’s assertion, there were no security and confidentiality incidents identified during
the period April 1, 2019 to March 31, 2020. Therefore, we did not test the operating effectiveness of certain
controls related to Common Criteria 7.4, “The entity responds to identified security incidents by executing a
defined incident response program to understand, contain, remediate, and communicate security incidents,
as appropriate,” and Common Criteria 7.5, “The entity identifies, develops, and implements activities to
recover from identified security incidents.”

June 15, 2020
Chicago, Illinois
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June 15, 2020
Plante & Moran, PLLC
10 South Riverside Plaza
Chicago, IL 60606
To Service Auditors:
We are responsible for designing, implementing, operating, and maintaining effective controls
within Civis Analytics, Inc.’s (Civis) Data Science Platform throughout the period April 1, 2019 to
March 31, 2020, to provide reasonable assurance that Civis’ service commitments and system
requirements relevant to security and confidentiality (applicable trust services criteria) were
achieved. Our description of the boundaries of the system is presented in Section 3 and identifies
the aspects of the system covered by our assertion.
Civis uses Amazon Web Services, Inc. for hosting the Data Science Platform in a virtual cloud, and
both Amazon Web Services, Inc. and Box, Inc. for data repository services. Section 3 indicates that
complementary subservice organization controls that are suitably designed and operating
effectively are necessary, along with controls at Civis, to achieve Civis’ service commitments and
system requirements based on the applicable trust services criteria. Section 3 presents Civis’
controls, the applicable trust services criteria, and the types of complementary subservice
organization controls assumed in the design of Civis’ controls. The description does not disclose
the actual controls at the subservice organization.
The description indicates that complementary user entity controls that are suitably designed and
operating effectively are necessary, along with controls at Civis to achieve Civis’ service
commitments and system requirements based on the applicable trust services criteria. Section 3
presents Civis’ controls, the applicable trust services criteria, and the complementary user entity
controls assumed in the design of Civis’ controls.
We have performed an evaluation of the effectiveness of the controls within the system
throughout the period April 1, 2019 to March 31, 2020, to provide reasonable assurance that
Civis’ service commitments and system requirements were achieved based on the trust services
criteria relevant to security and confidentiality (applicable trust services criteria) set forth in TSP
section 100, 2017 Trust Services Criteria for Security, Availability, Processing Integrity,
Confidentiality, and Privacy (AICPA, Trust Services Criteria). Civis’ objectives for the system in
applying the applicable trust services criteria are embodied in its service commitments and system
requirements relevant to the applicable trust services criteria. The principal service commitments
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and system requirements related to the applicable trust services criteria are presented in Section
3 of the report.
There are inherent limitations in any system of internal control, including the possibility of human
error and the circumvention of controls. Because of these inherent limitations, a service
organization may achieve reasonable, but not absolute, assurance that its service commitments
and system requirements are achieved.
We assert that the controls within the system were effective throughout the period April 1, 2019
to March 31, 2020, to provide reasonable assurance that Civis’ service commitments and system
requirements were achieved based on the applicable trust services criteria.
There were no security and confidentiality incidents identified during the period April 1, 2019 to
March 31, 2020. Therefore, certain controls were not required to operate related to Common
Criteria 7.4, “The entity responds to identified security incidents by executing a defined incident
response program to understand, contain, remediate, and communicate security incidents, as
appropriate,” and Common Criteria 7.5, “The entity identifies, develops, and implements activities
to recover from identified security incidents.”

Very truly yours,

Richard Lee
General Counsel
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Section 3. Civis Analytics, Inc.’s Description of its
Data Science Platform Throughout the
Period April 1, 2019 to March 31, 2020
A. Company Overview
Civis Analytics, Inc. (Civis or the company) makes data-driven strategy possible for all organizations. Civis
enables a diverse and fast-growing group of both public and private sector clients to benefit from the power
of data. Whether with its Civis Data Science Platform, Civis data science software solutions powered by the
Platform, or the analytics services it provides, Civis unlocks data science for organizations of all sizes and
data scientists and analysts of all levels.

B. Scope of this Report
Scope
The scope of this report is limited to Civis’ Data Science Platform throughout the period April 1, 2019 to
March 31, 2020 based on the criteria for a description of a service organization’s system in DC section 200,
2018 Description Criteria for a Description of a Service Organization’s System in a SOC 2® Report (AICPA,
Description Criteria) (description criteria), and the controls to achieve Civis’ service commitments and
system requirements based on the trust services criteria relevant to security and confidentiality (applicable
trust services criteria) set forth in TSP section 100, 2017 Trust Services Criteria for Security, Availability,
Processing Integrity, Confidentiality, and Privacy (AICPA, Trust Services Criteria).

Subsequent Events
Management is not aware of any relevant events that occurred subsequent to the end of the reporting
period through the date of the service auditor’s report that would have a significant effect on management’s
assertion.

C. Principal Service Commitments and System Requirements
Civis makes service commitments to its customers and has established system requirements as part of the
Data Science Platform. Some of these commitments are principal to the performance of the service and
relate to applicable trust services criteria. Civis is responsible for its service commitments and system
requirements and for designing, implementing, and operating effective controls within the system to
provide reasonable assurance that Civis’ service commitments and system requirements are achieved.
A description of the service offering and the service commitments to customers are documented and
communicated in the Master Service Agreements. Service commitments include, but are not limited to, the
following:


Maintaining administrative, physical, and technical safeguards for the protection of the security,
integrity, and confidentiality of data
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Implementing reasonable security measures to prevent unauthorized access to data, including
network, device application, database, and platform security



Notifying users of any detected breaches of security



Restricting use of data only for purposes of perfuming obligations within the agreements



Assistance with migration of data prior to destruction of data in the event of termination

Civis establishes operational requirements that support the achievement of service commitments, relevant
laws and regulations, and other system requirements. Such requirements are communicated in Civis’
system policies and procedures, system design documentation, and contracts with customers. Information
security policies define an organization-wide approach to how systems and data are protected. These
include policies around how the service is designed and developed, how the system is operated, how the
internal business systems and networks are managed, and how employees are hired and trained. In addition
to these policies, standard operating procedures have been documented on how to carry out specific manual
and automated processes required in the operation and development of various Amazon Web Services, Inc.
(AWS) services.
Civis, during its risk assessment processes as described, has considered risk associated with not achieving
its service commitments and system requirements and has designed its internal control environment and
monitoring activities to prevent and detect risk associated with not achieving its service commitments and
system requirements.

D. Subservice Organizations
Management of Civis assumed, in the design of the Data Science Platform that certain controls at the
subservice organizations are necessary, in combination with controls at Civis, to provide reasonable
assurance that Civis’ service commitments and system requirements would be achieved. These
complementary subservice organization controls and the related trust services criteria are described below.
The subservice organizations are responsible for implementing such controls.
Civis uses AWS for hosting the Data Science Platform and solutions in a virtual private cloud, and both AWS
and Box, Inc. (Box) for data repository services. Civis monitors the quality of the subservice organizations
performance, and reviews and monitors the subservice organizations’ Service Organization Control (SOC) 2
Type 2 Reports covering control activities related to the Security, Availability, and Confidentiality Trust
Services Principles.
Complementary subservice organization controls and the related trust services criteria are described below.
Subservice organizations are responsible for implementing such controls.
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Applicable Trust Services Criteria

Expected Controls to be Implemented by the
Subservice Organization

CC 5.5: Physical access to facilities housing the system
(for example, data centers, backup media storage, and
other sensitive locations as well as sensitive system
components within those locations) is restricted to
authorized personnel.

All entrances to the building and data center are locked
and access is properly restricted.

CC 5.6: Logical access security measures have been
implemented to protect against security and
confidentiality threats from sources outside the
boundaries of the system.

Firewalls are in place between the internal network
and the Internet.

CC 5.7: The transmission, movement, and removal of
information is restricted to authorized users and
processes, and is protected during transmission,
movement, or removal enabling the entity to meet its
commitments and requirements as they relate to the
security and confidentiality criteria.

A secure VPN connection is in place.

CC 6.1: Vulnerabilities of system components to security
and confidentiality breaches and incidents due to
malicious acts, natural disasters, or errors are
monitored and evaluated and countermeasures are
implemented to compensate for known and new
vulnerabilities.

Firewall and IDS are in place and properly monitored.

CC 6.2: Security and confidentiality incidents, including
logical and physical security breaches, failures,
concerns, and other complaints, are identified, reported
to appropriate personnel, and acted on in accordance
with established incident response procedures.

Incident response procedures are in place.

CON 1.5: Compliance with confidentiality commitments
and requirements by vendors and other third parties
whose products and services comprise part of the
system is assessed on a periodic and as-needed basis
and corrective action is taken, if necessary.

Internal audit testing performed at least annually to
assess design and operating effectiveness of controls.

A user access review of individuals with access to the
data center is reviewed.

Administrative access to the firewall is properly
restricted.

Backup data is encrypted.

Controls assessed for design and operating
effectiveness during annual risk assessment.
SOC examination performed at least annually to assess
design and operating effectiveness of controls.
Vulnerability scans and penetration testing (preferably
by independent third party) are performed at least
annually and resolution of findings is documented.
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E. Components of the Data Science Platform
Infrastructure
Civis uses AWS for hosting services, and both AWS and Box for data repository services. The Data Science
Platform system stores data in single-tenant RedShift database clusters in AWS. A multi-tenant RDS
database stores client meta-data, as well as excerpts of client data from RedShift which is used in table
previews in the web-based platform app. There are other AWS resources in use that include EC2, S3,
ElastiCache, ELB (Elastic Load Balancer) and Tableau servers for reporting. Each client has their own
dedicated AWS VPC (subnet) that houses their RedShift cluster and docker instances that run data analytics
jobs. The system also allows clients to log into the Platform app via 2 factor authentication to the web
browser and run queries on the data and perform analytics, or via the Civis API, and receive results to the
browser and/or generate reports served by the Tableau servers in the form of a URL via a reverse proxy.
Related hardware includes Web Servers and Database Servers for AWS, and AWS AMI Linux (CentOS) for
EC2. The Network Firewall for the Chicago office includes a Cisco 4000 Series Router, Cisco 5520 Wireless
Controllers, Cisco ASA Firewalls, and a Cisco Firepower IPS. The Network/Firewall for the DC office consists
of a Dell SoniceWall Firewall/IPS.
Civis’ storage resources are varied. Cloud Trail logs and scripts are rolled up to Sumo Logic, which feed data
into the SIEM tool used by Civis. Application logs for RDS and Redshift are sent to S3 and then to Sumo
Logic. The Civis Security Manager reviews the Sumo Logic reports on a weekly basis; in addition, regular
alerts are configured to page a member of the team. Suspicious activity is triaged and sent to Civis incident
response team for analysis and remediation.
Logs are stored in Sumo Logic for 6 months, and are encrypted in storage in both CloudTrail and Sumo
Logic as well as in transit. Civis uses LastPass as an enterprise-wide secure storage mechanism for
employees to protect their passwords. Customer application passwords are stored hashed on the platform.
Developers do not hardcode passwords or keys in scripts but include them as a variable that then pulls in
the password/key from an encrypted file. All data is encrypted in storage using AES-256 in S3 buckets
(server-side encryption), EBS volumes (volume encryption), and RDS databases. The cryptographic keys are
managed by AWS.
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Software
Civis uses a variety of third-party applications to support its environment and processes. The following are
the tools and applications used by Civis:
Application
SentinelOne

Description
Endpoint protection software

Jamf Pro (formerly Casper Suite)

Enterprise mobility management tool for device management

Paylocity

HR software

Jira

Issue tracking (ticketing) and project management software

GitHub

Development platform for version control repository

Box

File sharing service

SumoLogic

Logs & metrics management service

LastPass

Password manager

ZenDesk

Customer service software and support ticket system

FileVault

Disk encryption program

Confluence

Team collaboration software

Travis CI

Integration tool used to perform automatic code testing

Okta

Single sign-on integration tool

People
The organization chart defines the following departments within the organization:


Applied Data Science – data science consulting services team that serve clients with data driven
solutions for their most complex business issues



Human Resources – responsible for recruiting, screening, interviewing and placing employees; also
handles employee relations and training as well as consulting with the executive team on strategic
planning to support management and employees



Compliance, Legal, Privacy, and Security – oversees all legal, security, privacy, and compliance
matters for Civis



Client Success – serves as trusted partner to clients, enabling their success with Civis’ solutions.
Client Success works directly with clients to quickly and accurately craft solutions using the
platform to solve business challenges and objectives



Marketing/Sales – works to ensure Civis remains current to market demands for data driven
solutions. The team plays a major role in identifying and anticipating the needs of current and
potential clients, and developing new solutions to fulfil those needs, as well as drawing up
strategies to exchange Civis’ products or services



Operations – oversees the overall operation of HR, talent acquisition, finance, accounting, legal,
compliance, and facility operations
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Information Technology – administers and maintains internal technology systems, services, and
assets. Additionally, it serves as the internal end-user support organization for all equipment and
services. The team works to empower Civis with cutting-edge technology and services, continually
re-evaluating and adopting optimal technologies as they become available; provide an efficient and
effective end-user support experience; and maintains a high standard of information security
practices for internal systems, while enabling end-users to individually uphold this standard with
minimal effect on day-to-day tasks

Data
The Data Analytics Platform is a SaaS service that Civis offers to commercial customers for large-scale data
analytics. The Data Science Platform system processes client owned data and stores it in single-tenant
RedShift database clusters in AWS. The platform allows customers to upload raw data in order to have
analytics performed with the data alone or in combination with a large publicly available data set.
Customers can upload data as a CSV file through the platform web portal or send data to a SFTP server.
Customers can then run their own SQL scripts on the data or use the library of Python, R, and SQL scripts
and templates to perform predictive modeling. The resulting data is stored in a data warehouse cluster and
can be displayed visually via reporting tools provided by the service, integrated with Tableau, or exported.
All of the subsystems used by the Data Analytics Platform are hosted in Civis’ multi-customer AWS cloud
environment. All customers reside in a single VPC in the Civis’ account. There is also a shared RDS My SQL
database in the Legacy Account that contains data for all commercial customers. A single S3 bucket contains
data and objects from multiple customers, and DynamoDB and Elastic MapReduce (EMR) are also all shared.
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F. Complementary User Entity Controls
Management of Civis assumed, in the design of Civis’ Data Science Platform that certain controls will be
implemented by user entities, and those controls are necessary, in combination with controls at Civis, to
provide reasonable assurance that Civis’ service commitments and system requirements would be achieved.
These complementary user entity controls and the related trust services criteria are described below. User
entities are responsible for implementing such controls.




User entities are responsible for protecting their logon credentials and the computing environment
through which they access the Data Science Platform. (Common Criteria 6.1)
User entities are responsible for notifying Civis of complaints or issues relating to system operations or
potential security incidents. (Common Criteria 7.2)
User entities are responsible for the security of code they introduce into the platform. (Common
Criteria 6.6)

G. User Entity Responsibilities
In addition to complementary user entity controls, user entities may have other responsibilities when using
the system. Those responsibilities are necessary for the user entity to derive the intended benefits of using
the services of Civis. User entity responsibilities are as follows:






User entities are responsible for reading notices posted by Civis within the Data Science Platform
and taking action, if necessary.
User entities are responsible for providing Civis with a list of Authorized User Account Requestors.
User entities are responsible for communicating or completing necessary user access changes and
terminations on a timely basis.
User entities that manage their own external user access and/or utilize single sign on application
are responsible for setting password parameters that meet the minimum password requirements of
the entity.
User entities must maintain commercially reasonable administrative, procedural, and technical
security measures to secure the physical and virtual environment(s) from which they access Civis’
Platform, to respond promptly to incidents that occur in such environments, and to promptly
notify Civis in the event that Civis’ collaboration and assistance is desired or necessary.
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For more information regarding the report, contact:
Richard Lee | General Counsel
Civis Analytics, Inc.
rlee@civisanalytics.com
For more information on Plante Moran, contact:
Timothy R. Bowling, CPA, CCSK, CCSFP | Partner
Plante & Moran, PLLC
312.980.2927
tim.bowling@plantemoran.com
plantemoran.com

