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Section I: Independent Service Auditor’s Report
To: Management of Civis Analytics, Inc.
Chicago, Illinois
We have examined management’s assertion that throughout the period April 1, 2017 to March 31, 2018,
Civis Analytics, Inc. (Civis) maintained effective controls over its Data Science Platform, to provide
reasonable assurance that:
•

the system was protected against unauthorized access, use, or modification to meet commitments
and system requirements

•

information designated as confidential is protected to meet commitments and system requirements

to meet the criteria for the security and confidentiality principles, based on the criteria set forth in TSP
section 100, Trust Services Principles, Criteria, and Illustrations for Security, Availability, Processing
Integrity, Confidentiality, and Privacy (AICPA, Trust Services Principles and Criteria ) effective for periods
ending on or after December 15, 2016 (applicable trust services criteria).
Civis’ management is responsible for this assertion. Our responsibility is to express an opinion based on
our examination. Management’s description of the aspects of the hosting services system covered by its
assertion is attached. We did not examine this description, and accordingly, we do not express an opinion
on it.
Civis uses Amazon Webs Services, Inc. for hosting the Data Science Platform in a virtual private cloud
and both Amazon Web Services, Inc. and Box, Inc. for data repository. The description indicates that
certain applicable trust services criteria can be met only if certain types of controls that management
expects to be implemented at the subservice organizations are suitably designed and operating
effectively. The description presents Civis’ system; its controls relevant to the applicable trust services
criteria; and the types of controls that the service organization expects to be implemented, suitably
designed, and operating effectively at the subservice organizations to meet certain applicable trust
services criteria. The description does not include any of the controls expected to be implemented at the
subservice organizations. Our examination did not extend to the services provided by the subservice
organizations, and we have not evaluated whether the controls management expects to be implemented
at the subservice organizations have been implemented or the suitability of the design or operating
effectiveness of such subservice organization controls.
The description indicates that certain applicable trust services criteria specified in the description can be
met only if complementary user entity controls assumed in the design of Civis’ controls are suitably
designed and operating effectively, along with related controls at the service organization. Our examination
did not extend to such complementary user entity controls, and we have not evaluated the suitability of the
design or operating effectiveness of such complementary user entity controls.
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Our examination was conducted in accordance with attestation standards established by the American
Institute of Certified Public Accountants and, accordingly, included procedures that we considered
necessary in the circumstances. Those standards require that we plan and perform our examination to
obtain reasonable assurance about whether, in all material respects, the controls were suitably designed
and operating effectively to meet the applicable trust services criteria throughout the period April 1, 2017 to
March 31, 2018.
An examination of the suitability of the design and operating effectiveness of those controls to meet the
applicable trust services criteria involves:
•

evaluating and performing procedures to obtain evidence about whether the controls were suitably
designed and operating effectively to meet the applicable trust services criteria throughout the
period April 1, 2017 to March 31, 2018.

•

assessing the risks that the controls were not suitably designed or operating effectively.

•

testing the operating effectiveness of those controls to provide reasonable assurance that the
applicable trust services criteria were met.

•

evaluating the suitability of the criteria specified by the service organization in its assertion.

We believe that the evidence we obtained is sufficient and appropriate to provide a reasonable basis for
our opinion.
Because of their nature and inherent limitations, controls at a service organization may not always operate
effectively to meet the applicable trust services criteria. Also, conclusions about the suitability of the design
or operating effectiveness of the controls to meet the applicable trust services criteria is subject to the risks
that the system may change or that controls at a service organization may become inadequate or fail.
In our opinion, throughout the period April 1, 2017 to March 31, 2018 for Data Science Platform,
management’s assertion referred to above is fairly stated, in all material respects, based on the applicable
trust services criteria.
Confidential information exists only within the boundaries of the system and is not disclosed to third
parties. Therefore, we did not test the operating effectiveness of controls related to Confidentiality Criteria
1.3, “Access to confidential information from outside the boundaries of the system and disclosure of
confidential information is restricted to authorized parties to meet the entity’s confidentiality commitments
and system requirements,” as it relates to the disclosure of confidential information.
There were no system changes that impacted platform security or confidentiality during the period April 1,
2017 to March 31, 2018. Therefore, we did not test the operating effectiveness of controls related to
Common Criteria 2.6 (“System changes that affect internal and external system users’ responsibilities or
the entity's commitments and requirements relevant to security and confidentiality are communicated to
those users in a timely manner.”), related to communication to external users.
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There were no changes to confidentiality commitments or system requirements during the period April 1,
2017 to March 31, 2018. Therefore, we did not test the operating effectiveness of controls related to
Confidentiality Criteria 1.6, “Changes to the entity’s confidentiality commitments and system requirements
are communicated to internal and external users, vendors, and other third parties whose products and
services are part of the system.”

June 7, 2018
Chicago, Illinois
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Plante & Moran, PLLC
10 South Riverside Plaza
Chicago, IL 60606

June 7, 2018
To Service Auditors:
We have, throughout the period April 1, 2017 to October 31, 2018, Civis Analytics, Inc. maintained
effective controls over our Data Science Platform, to provide reasonable assurance that:
(1) the system was protected against unauthorized access, use, or modification to meet
commitments and system requirements;
(2) information designated as confidential is protected to meet commitments and system
requirements;
to meet the criteria for the security and confidentiality principles, based on the criteria set forth in TSP
section 100, Trust Services Principles, Criteria, and Illustrations for Security, Availability, Processing
Integrity, Confidentiality, and Privacy (AICPA, Trust Services Principles and Criteria) effective for periods
ending on or after December 15, 2016 (applicable trust services criteria).
The applicable trust services criteria have been included in Section IV. Our attached description identifies
aspects of our Data Science Platform covered by our assertion.
As noted in management’s description, confidential information does not exist outside the boundaries of
the system and is not disclosed to third parties. Therefore, we did not test the operating effectiveness of
controls related to the criteria Confidentiality Criteria 1.3, “Access to confidential information from outside
the boundaries of the system and disclosure of confidential information is restricted to authorized parties
to meet the entity’s confidentiality commitments and system requirements.”
As noted in management’s description, there were no changes to confidentiality commitments or system
requirements during the period April 1, 2017 to March 31, 2018. Therefore, we did not test the operating
effectiveness of controls related to Confidentiality Criteria 1.6, “Changes to the entity’s confidentiality
commitments and system requirements are communicated to internal and external users, vendors, and
other third parties whose products and services are part of the system.”
Very truly yours,

s/ Richard Lee /

Richard Lee, General Counsel

Civis Analytics
200 W. Monroe St.
Suite 2200
Chicago, IL 60606
www.civisanalytics.com
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Section III: Civis Analytics Inc.’s Description of its
Data Science Platform for the Period April 1, 2017 to
March 31, 2018
A. COMPANY OVERVIEW
Civis Analytics, Inc. (“Civis” or the company) makes data-driven strategy possible for all organizations.
Civis enables a diverse and fast-growing group of both public and private sector clients to benefit from the
power of data. Whether with its services, the Civis Data Science Platform, or Civis data science software
solutions powered by the platform, Civis unlocks data science for organizations of all sizes and data
scientists and analysts of all levels.

B. SCOPE OF THIS REPORT
Scope
The scope of this report is limited to Civis’ Data Science Platform and the suitability of the design of
controls to meet the criteria for the security and confidentiality principles set forth in TSP section 100,
Trust Services Principles, Criteria and Illustrations for Security, Availability, Processing Integrity,
Confidentiality, and Privacy (AICPA Trust Services Principles and Criteria), effective for periods ending on
or after December 15, 2016 (applicable trust services criteria), throughout the period April 1, 2017 to
March 31, 2018.
Subsequent Events
Management is not aware of any relevant events that occurred subsequent to March 31, 2017 through
the date of the service auditor’s report that would have a significant effect on management’s assertion.

C. SUBSERVICE ORGANIZATIONS
Civis uses subservice organizations to achieve operating efficiency and to obtain specific expertise, Civis
uses Amazon Web Services, Inc. (AWS) for hosting the Data Science Platform and solutions in a virtual
private cloud and AWS and Box, Inc. (Box) for data repository services. Civis periodically reviews the
quality of the subservice organization’s performance, and reviews and monitors the subservice
organizations’ reports on management’s description of a service organization’s system and the suitability
of the design of controls.
The following are the trust services criteria intended to be met by the controls of the subservice
organization’s controls either by themselves or in conjunction with Civis’ controls, and the types of
controls expected to be implemented by them to meet those criteria:
Applicable Trust Services Criteria
CC 5.5: Physical access to facilities housing the system
(for example, data centers, backup media storage, and
other sensitive locations as well as sensitive system
components within those locations) is restricted to
authorized personnel.

Expected Controls to be Implemented by the
Subservice Organization
All entrances to the building and data center are
locked and access is properly restricted.
A user access review of individuals with access to the
data center is reviewed.
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Expected Controls to be Implemented by the
Subservice Organization

CC 5.6: Logical access security measures have been
implemented to protect against security and
confidentiality threats from sources outside the
boundaries of the system.

Firewalls are in place between the internal network
and the Internet.

CC 5.7: The transmission, movement, and removal of
information is restricted to authorized users and
processes, and is protected during transmission,
movement, or removal enabling the entity to meet its
commitments and requirements as they relate to the
security and confidentiality criteria.

A secure VPN connection is in place.

CC 6.1: Vulnerabilities of system components to
security and confidentiality breaches and incidents due
to malicious acts, natural disasters, or errors are
monitored and evaluated and countermeasures are
implemented to compensate for known and new
vulnerabilities.

Firewall and IDS are in place and properly monitored.

CC 6.2: Security and confidentiality incidents, including
logical and physical security breaches, failures,
concerns, and other complaints, are identified, reported
to appropriate personnel, and acted on in accordance
with established incident response procedures.

Incident response procedures are in place.

CON 1.5: Compliance with confidentiality commitments
and requirements by vendors and other third parties
whose products and services comprise part of the
system is assessed on a periodic and as-needed basis
and corrective action is taken, if necessary.

Internal audit testing performed at least annually to
assess design and operating effectiveness of controls.
Controls assessed for design and operating
effectiveness during annual risk assessment.
SOC examination performed at least annually to
assess design and operating effectiveness of controls.

Administrative access to the firewall is properly
restricted.

Backup data is encrypted.

Vulnerability scans and penetration testing (preferably
by independent third party) are performed at least
annually and resolution of findings is documented.
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D. DESCRIPTION OF THE DATA SCIENCE PLATFORM
The Data Science Platform is a data science SaaS product built on AWS where each customer receives:
•
•

A browser-based suite of tools for querying, modeling, and visualizing data
A private AWS Redshift database.

Deploying and administering an analytics database is usually beyond the skill set and authority of a data
scientist. The Data Science Platform comes with an AWS Redshift database administered by Civis and
hosted in the AWS Cloud, which means data scientists can have a large, fast sandbox for their data work
on day one. Since it’s their own database, data scientists would not have to worry about the effects their
exploratory and computationally-intensive work will have on other teams. As an analytics database,
Redshift is optimized for the type of work done by data scientists -- fast querying, counting, and large
joins. Since it is cloud-hosted, the database can be expanded and contracted at the client's
request. With their AWS Redshift database, The Data Science Platform users transform, flatten, join, and
enhance their data using the SQL interface in the Data Science Platform. A primary use case for the
AWS Redshift database is the construction of training sets and scoring sets for machine learning models.
Data import/export to and from Civis Platform is available using a variety of integrations:
•
•
•
•
•
•
•
•
•
•
•
•
•
•

Delimited files
Mysql
Postgresql
Oracle
Microsoft sql server
Hp vertica
Teradata
Other jdbc-compliant databases
Salesforce
Google sheets
S/ftp
Box.com
Google analytics
Facebook

Systems Processing
The Data Science Platform is designed to be a private, scalable job processing service that is compatible
with any programming language. The Data Science Platform provides a machine learning service
containing the most popular open-source machine learning algorithms. The service, known as CivisML,
exposes an application programming interface (API) for building and scoring models that is faster, more
scalable, and easier than directly using the open-source code for modeling. CivisML automatically
distributes modeling tasks across an arbitrary number of cloud servers for increased speed. Though
users can take advantage of any algorithm in the Python scikit-learn package, nine algorithms are
especially brought to the forefront with the service:
•
•
•
•
•
•
•

Logistic Regression Classifier
Gradient Boosting Classifier
Random Forest Classifier
Extra Trees Classifier
Linear Regression
Ridge Regression
Gradient Boosting Regression
8
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Random Forest Regression
Extra Trees Regression

Data scientists use this service to build models for a wide range of business needs -- including predicting
which potential prospects are most likely to be responsive to marketing outreach, predicting which
customers will churn, and estimating the customer lifetime value of existing customers. The Data Science
Platform also supports “bring your own code” which provides the ability to customize job processing to
achieve specific objectives of the organization.
Querying, Modeling, Visualization
The Data Science Platform provides a browser-based suite of tools (called "jobs") for importing, exporting,
querying, scripting, modeling, and reporting. All of these capabilities are also available programmatically
with the Data Science Platform's API. The browser-based interface makes most of the critical activities of
a data scientist's work cloud-based and scalable. Data scientists who use the Data Science Platform do
not have to rely on their local machines for their work -- by using the Data Science Platform, all their work
happens in the cloud, where it can run 24 hours a day and on more powerful hardware than they would
otherwise have available. The interface allows data scientists to build chained workflows of jobs that
automate common use cases and can be scheduled. The user experience has been optimized to appeal
to a technical user who is comfortable with code and programmatic workflows. Some of the most
important tools include:
•
•
•
•
•
•
•

Imports: these jobs bring data into the client's managed AWS Redshift cluster. See above for
an explanation of imports.
Exports: these jobs export data from AWS Redshift to most of the same sources from which it
can be imported.
Query: this is an in-browser SQL client for real-time querying of the AWS Redshift database, in
which users write and execute SQL and view results.
Models: a step-by-step module for building predictive models and seeing results backed by the
CivisML machine learning service. See above for more information on machine learning.
Scripts: these jobs allow users to execute arbitrary SQL, JavaScript, Python, and R scripts on
managed cloud servers in Docker containers. They can also connect to GitHub, a third party
code repository, to run scripts in any language.
Enhancements: these jobs are pre-made tools for improving data. They include address
correction, address updates, geocoding, and person matching.
Reports: these are a flexible way to display and distribute arbitrary HTML. The most common
use cases for reports are for data visualization, hosting Tableau workbooks, and building
applications. See below for more information on reports.

By using these various capabilities together, data scientists can build complete workflows that go all the
way from raw data, to exploratory analysis, to predictive modeling, and finally to the distribution of model
scores and reports about the model scores and state of their businesses.
Reporting
The three main uses of reports in the Data Science Platform are:
•
•
•

Data visualization
Tableau workbooks
Building applications
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In terms of data visualization, the Data Science Platform comes with templates for bar graphs, scatter
plots, and crosstabs. Users are also able to write arbitrary HTML and JavaScript in a report, using any
JavaScript packages to build custom visualizations.
Reports also host Tableau workbooks. The Data Science Platform integrates with Tableau because it is
in the market leader in data visualization software. Users can build Tableau workbooks locally, drawing
on their data stored in its AWS Redshift database. They can then upload the Tableau workbooks to the
Data Science Platform and take advantage of its ability to display the workbooks to permissioned users
with authorized credentials. In this way, data scientists can easily distribute reports across their
organizations.
Finally, the arbitrary HTML capabilities of reports coupled with the Civis API allow advanced users to build
custom applications in Reports. Users can build interfaces in which a business user can interact with
data and jobs in a customized graphical way. This is one of the most powerful capabilities of the Data
Science Platform for data scientists who need to scale their work across an organization.
Outputs
There are several main outputs that users get from the Data Science Platform:
•
•
•

Analysis: data scientists do exploratory work inside the Data Science Platform. They learn
about their organizations through data and then may make documents or reports outside the
Data Science Platform to communicate their findings.
Data: frequently, the work product is data. For instance, this might be a list of prospects to
prioritize for marketing. These files can be exported through one of the data integrations
described above or can be downloaded from AWS S3.
Reports: reports are most commonly accessed through the browser interface of the Data
Science Platform. Users also have the option to email reports to others, such that the email
contains a static image of the report, or contains aggregate data itself in table format.

E. COMPLEMENTARY USER ENTITY CONTROLS
Civis’ Data Science Platform and the controls over the Data Science Platform were designed with the
assumption that certain controls would be placed in operation by user entities. This section describes the
controls that are necessary to be in effective operation at user entities to achieve certain criteria at Civis.
User entities should determine whether they have established controls to provide reasonable assurance
that:
•

User entities are responsible for protecting their logon credentials to the Data Science Platform.
(Common Criteria 5.2 and 5.3, and Confidentiality 1.2 and 1.3)

•

User entities are responsible for providing Civis with a list of Authorized User Account
Requestors. (Common Criteria 5.2, 5.3, and 5.4)

•

User entities are responsible for communicating or completing necessary user access changes
and terminations on a timely basis. (Common Criteria 5.2, 5.3, and 5.4)

•

User entities that manage their own external user access and/or utilize single sign on application
are responsible for setting password parameters that meet the minimum password requirements
of the entity. (Common Criteria 5.3)

•

User entities notify Civis of complaints or issues relating to system operations or potential security
incidents. (Common Criteria 2.3, 2.4, and 2.5)
10
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User entities are responsible for the security of code they introduce into the platform. (Common
Criteria 4.1 and 6.1)

F. APPLICABLE TRUST SERVICE CRITERIA
The organization’s applicable trust services criteria are included in Section IV.
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Section IV: Trust Service Principles Criteria
A. COMMON CRITERIA/SECURITY
CC1.0

Common Criteria Related to Organization and Management

CC1.1

The entity has defined organizational structures, reporting lines, authorities,
and responsibilities for the design, development, implementation,
operation, maintenance, and monitoring of the system enabling it to meet
its commitments and system requirements as they relate to security and
confidentiality.

CC1.2

Responsibility and accountability for designing, developing, implementing,
operating, maintaining, monitoring, and approving the entity's system
controls and other risk mitigation strategies are assigned to individuals
within the entity with authority to ensure policies and other system
requirements are effectively promulgated and implemented to meet the
entity's commitments and system requirements as they relate security and
confidentiality.

CC1.3

The entity has established procedures to evaluate the competency of
personnel responsible for designing, developing, implementing, operating,
maintaining, and monitoring the system affecting security and
confidentiality and provides resources necessary for personnel to fulfill their
responsibilities.

CC1.4

The entity has established workforce conduct standards, implemented
workforce candidate background screening procedures, and conducts
enforcement procedures to enable it to meet its commitments and system
requirements as they relate to security and confidentiality.

CC2.0

Common Criteria Related to Communications

CC2.1

Information regarding the design and operation of the system and its
boundaries has been prepared and communicated to authorized internal
and external users of the system to permit users to understand their role in
the system and the results of system operation.

CC. 2.2

The entity's security and confidentiality commitments are communicated
to external users, as appropriate, and those commitments and the
associated system requirements are communicated to internal users to
enable them to carry out their responsibilities.

CC2.3

The responsibilities of internal and external users and others whose roles
affect system operation are communicated to those parties.
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CC2.4

Information necessary for designing, developing, implementing, operating,
maintaining, and monitoring controls, relevant to the security and
confidentiality of the system, is provided to personnel to carry out their
responsibilities.

CC2.5

Internal and external users have been provided with information on how to
report security and confidentiality failures, incidents, concerns, and other
complaints to appropriate personnel.

CC.2.6

System changes that affect internal and external users' responsibilities or
the entity's commitments and system requirements relevant to security and
confidentiality are communicated to those users in a timely manner.

CC3.0

Common Criteria Related to Risk Management and Design and
Implementation of Controls

CC3.1

The entity (1) identifies potential threats that could impair system security
and confidentiality commitments and system requirements (including
threats arising from the use of vendors and other third parties providing
goods and services, as well as threats arising from customer personnel and
others with access to the system), (2) analyzes the significance of risks
associated with the identified threats, (3) determines mitigation strategies
for those risks (including implementation of controls, assessment and
monitoring of vendors and other third parties providing goods or services,
as well as their activities, and other mitigation strategies), (4) identifies and
assesses changes (for example, environmental, regulatory, and
technological changes and results of the assessment and monitoring of
controls) that could significantly affect the system of internal control, and (5)
reassesses, and revises, as necessary, risk assessments and mitigation
strategies based on the identified changes.

CC3.2

The entity designs, develops, implements, and operates controls, including
policies and procedures, to implement its risk mitigation strategy;
reassesses the suitability of the design and implementation of control
activities based on the operation and monitoring of those activities; and
updates the controls, as necessary.

CC4.0

Common Criteria Related to Monitoring of Controls

CC4.1

The design and operating effectiveness of controls are periodically
evaluated against the entity's commitments and system requirements as
they relate to security and confidentiality, and corrections and other
necessary actions relating to identified deficiencies are taken in a timely
manner.
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CC5.0

Common Criteria Related to Logical and Physical Access Controls

CC5.1

Logical access security software, infrastructure, and architectures have
been implemented to support (1) identification and authentication of
authorized internal and external users; (2) restriction of authorized internal
and external user access to system components, or portions thereof,
authorized by management, including hardware, data, software, mobile
devices, output, and offline elements; and (3) prevention and detection of
unauthorized access to meet the entity's commitments and system
requirements as they relate to [insert the principle( s) addressed by the
engagement: security, availability, processing integrity, confidentiality, or
privacy, or any combination thereof].

CC5.2

New internal and external users, whose access is administered by the
entity, are registered and authorized prior to being issued system
credentials and granted the ability to access the system to meet the entity's
commitments and system requirements as they relate to security and
confidentiality. For those users whose access is administered by the entity,
user system credentials are removed when user access is no longer
authorized.

CC5.3

Internal and external users are identified and authenticated when
accessing the system components (for example, infrastructure, software,
and data) to meet the entity's commitments and system requirements as
they relate to security and confidentiality.

CC5.4

Access to data, software, functions, and other IT resources is authorized
and is modified or removed based on roles, responsibilities, or the system
design and changes to meet the entity's commitments and system
requirements as they relate to [insert the principle( s) addressed by the
engagement: security, availability, processing integrity, confidentiality, or
privacy, or any combination thereof].

CC5.5

Physical access to facilities housing the system (for example, data centers,
backup media storage, and other sensitive locations, as well as sensitive
system components within those locations) is restricted to authorized
personnel to meet the entity's commitments and system requirements as
they relate to security and confidentiality.

CC5.6

Logical access security measures have been implemented to protect
against security and confidentiality threats from sources outside the
boundaries of the system to meet the entity's commitments and system
requirements.

CC5.7

The transmission, movement, and removal of information is restricted to
authorized internal and external users and processes and is protected
during transmission, movement, or removal, enabling the entity to meet its
commitments and system requirements as they relate to security and
confidentiality.
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CC5.8

Controls have been implemented to prevent or detect and act upon the
introduction of unauthorized or malicious software to meet the entity's
commitments and system requirements as they relate to security and
confidentiality.

CC6.0

Common Criteria Related to System Operations

CC6.1

Vulnerabilities of system components to [insert the principle (s)addressed
by the engagement: security, availability, processing integrity,
confidentiality, or privacy, or any combination thereof] breaches and
incidents due to malicious acts, natural disasters, or errors are identified,
monitored, and evaluated, and countermeasures are designed,
implemented, and operated to compensate for known and newly identified
vulnerabilities to meet the entity's commitments and system requirements
as they relate to security and confidentiality.

CC6.2

[Insert the principle(s)addressed by the engagement: security, availability,
processing integrity, confidentiality, or privacy, or any combination thereof]
incidents, including logical and physical security breaches, failures, and
identified vulnerabilities, are identified and reported to appropriate
personnel and acted on in accordance with established incident response
procedures to meet the entity's commitments and system requirements.

CC7.0

Common Criteria Related to Change Management

CC7.1

The entity's commitments and system requirements, as they relate to
security and confidentiality, are addressed during the system development
lifecycle, including the authorization, design, acquisition, implementation,
configuration, testing, modification, approval, and maintenance of system
components.

CC7.2

Infrastructure, data, software, and policies and procedures are updated as
necessary to remain consistent with the entity's commitments and system
requirements as they relate to [insert the principle( s) addressed by the
engagement: security, availability, processing integrity, confidentiality, or
privacy, or any combination thereof].

CC7.3

Change management processes are initiated when deficiencies in the
design or operating effectiveness of controls are identified during system
operation and are monitored to meet the entity's commitments and system
requirements as they relate to [insert the principle( s) addressed by the
engagement: security, availability, processing integrity, confidentiality, or
privacy, or any combination thereof].

CC7.4

Changes to system components are authorized, designed, developed,
configured, documented, tested, approved, and implemented to meet the
entity's security and confidentiality commitments and system requirements.
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B. CONFIDENTIALITY
Additional Criteria for Confidentiality
C1.1

Confidential information is protected during the system design,
development, testing, implementation, and change processes to meet the
entity's confidentiality commitments and system requirements.

C1.2

Confidential information within the boundaries of the system is protected
against unauthorized access, use, and disclosure during input, processing,
retention, output, and disposition to meet the entity's confidentiality
commitments and system requirements.

C1.3

Access to confidential information from outside the boundaries of the
system and disclosure of confidential information is restricted to authorized
parties to meet the entity's confidentiality commitments and system
requirements.

C1.4

The entity obtains confidentiality commitments that are consistent with the
entity's confidentiality system requirements from vendors and other third
parties whose products and services are part of the system and have
access to confidential information.

C1.5

Compliance with the entity's confidentiality commitments and system
requirements by vendors and others third parties whose products and
services are part of the system is assessed on a periodic and as-needed
basis, and corrective action is taken, if necessary.

C1.6

Changes to the entity's confidentiality commitments and system
requirements are communicated to internal and external users, vendors,
and other third parties whose products and services are part of the system.

C1.7

The entity retains confidential information to meet the entity's confidentiality
commitments and system requirements.

C1.8

The entity disposes of confidential information to meet the entity's
confidentiality commitments and system requirements.
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